Small Unmanned Aircraft Systems (sUAS) Capabilities 
 
1. [bookmark: 1._Introduction]Introduction

1.1 This OTS Call (HSHQDC-16-R-00114) is being issued against Department of Homeland Security (DHS), Science & Technology (S&T), Silicon Valley Innovation Program (SVIP), 5-Year Innovation Other Transaction Solicitation (OTS), HSHQDC-16-R-B0005 (current issue). All terms and conditions of the DHS S&T SVIP 5-Year Innovation OTS HSHQDC-16-R-B0005 (current issue) apply to this solicitation unless otherwise noted herein. The “current issue” of the DHS S&T SVIP 5-Year Innovation OTS HSHQDC-16-R-B0005 used herein refers to the latest issue posted in Federal Business Opportunities (FBO). It is posted in FBO as DHS S&T SVIP 5- Year Innovation OTS HSHQDC-16-R-B0005 and incorporates all changes made to date.

1.2 Use of unmanned aircraft systems (UAS), also known as remotely piloted aircraft (RPA), unmanned aerial vehicles (UAVs) or “drones”, has increased significantly in both military and civilian contexts. UAS adoption is likely to continue to rise for both recreational and commercial purposes, as UAS technology advances and costs decline. Although deployment of commercial drones in the United States has been limited to date, numerous industry sectors, such as agriculture, oil and gas, media, real estate, construction, utilities, and logistics, are integrating UAS into their routine practices. Specific commercial applications for UAS are diverse, and include but are not limited to crop health surveillance and maintenance, infrastructure and site inspection, photography and videography, security surveillance, and last-mile delivery. 

1.3 UAS differ significantly in attributes such as flight time and duration, maximum altitude, payload capacity, and power systems, and range in size from high altitude long endurance (HALE) platforms used for atmospheric research and wide-area surveillance, to light-weight consumer systems. Small unmanned aircraft systems (sUAS) offer advantages such as lower weight, greater portability, reduced takeoff and landing area requirements, and potentially smaller noise and visual signatures at sufficient distances. Although sUAS may not have the same payload capacities as larger aircraft, technological advances in airframes, avionics, power systems, and miniaturization of sensors have greatly increased their capabilities and potential applications. 

1.4 The mission of U.S. Customs and Border Protection (CBP), a component of DHS, is to safeguard America’s borders thereby protecting the public from dangerous people and materials while enhancing the Nation’s global economic competitiveness by enabling legitimate trade and travel. CBP, through its Air and Marine Operations (AMO), utilizes a fleet of marine vessels and aircraft, including large UAS platforms, to help fulfill its mission. UAS provide assistance filling gaps in border surveillance, and their high level of mobility is a valuable capability compared to stationary sensing and surveillance systems. UAS have made significant contributions to successful CBP missions, include seizure of illicit drugs and disruption of criminal enterprises and organizations. 


1.5 Effective deployment of UAS, including sUAS, in additional CBP contexts may bolster agency mission capabilities. For example, the U.S. Border Patrol (USBP) is the mobile, uniformed law enforcement arm of CBP responsible for securing U.S. borders between ports of entry. USBP prevents the illegal trafficking of people and contraband, with a focus on detection, apprehension and/or deterrence of terrorists and terrorist weapons. USBP agents work in all types of terrain and weather, in conditions that may be especially demanding for sUAS deployment, but also in which sUAS could offer critical assistance to agents constrained by limited mobility and visibility. Recent advances in sUAS technology provide opportunities to use these systems to support USBP agents in their operating environments.

2. [bookmark: 2._Project_Description/Scope]Project Description/Scope

This OTS call seeks novel sUAS capabilities and technologies to augment CBP and USBP mission capabilities. In particular, DHS is interested in technologies and solutions that support USBP agent activities, including enhanced overall situational awareness or support during distinct events, such as detection, tracking, interdiction, and apprehension, and search and rescue (SAR) operations. USBP agents operate day and night in diverse and extreme environments across thousands of miles of the nation’s international land borders and coastal waters. Agents must patrol remote areas, often with significantly limited mobility, visibility and communications. Additionally, agents are often required to traverse rough terrain on foot while carrying large amounts of equipment and, with limited intelligence and support, resolve encounters with unknown and potentially hostile actors. DHS seeks sUAS solutions that can augment USBP capabilities in such conditions. 

DHS is specifically seeking sUAS technologies that address one or more of the following three technical topic areas:

· sUAS User Interface – effective communication with and/or control of sUAS that allows users to maintain immediate situational awareness and ability to respond to events and threats;

· sUAS Sensors – increased situational awareness and autonomous detection, identification, and tracking of multiple targets of interest in a variety of environments and weather conditions; and
 
· sUAS Platform Security – defensive capabilities against unauthorized actors seeking to electronically access, disrupt, disable, or take control of sUAS.

Each of these challenges is discussed in detail below as a Technical Topic Area.

3. [bookmark: 3._Technical_Topic_Areas]Technical Topic Areas

DHS is seeking technologies that address an aspect of one or more of the following three technical topic areas (TTAs). DHS is interested in innovation across the topic areas and realizes that a single provider likely cannot fulfill all, or even a substantial portion of the desired capabilities.  As such, CBP encourages industry to identify requirements they believe they can meet and are closely aligned with their product roadmap.  Respondents are encouraged to apply even if they only meet some of these goals.  



3.1 [bookmark: 3.1_TTA_#1:__Detecting_IoT_Components]TTA #1: sUAS User Interface

DHS is interested in solutions that enable effective communication with and/or control of sUAS while allowing users to maintain their immediate situational awareness and ability to respond to events and threats. USBP agents patrol remote areas, and are often alone, with few support assets nearby. Agents must be able to react quickly to unknown, unpredictable, and potentially hostile actors. It is therefore imperative that agents maintain their vigilance and freedom of movement when communicating with or controlling any sUAS. A sUAS user interface (UI) that places significant mental or physical burdens on agents could negatively impact agent safety. 

3.1.1	There are a number of factors that sUAS UI systems must take into consideration in order to meet USBP agent requirements, such as: 

· Agents work in both extreme cold and hot weather, and wet and dry conditions
· Agents climb, scale, and crawl through difficult terrain and dense vegetation
· Agents may already be carrying numerous pieces of heavy equipment
· Agents need to maintain freedom of movement, including the ability to rapidly access and use equipment and physically apprehend individuals

3.1.2	DHS is seeking sUAS UI technology that provides operationally relevant information to USBP agents without interfering with their ability to detect, respond to, and resolve events and encounters. Successful technology will enable USBP agents to use sUAS to enhance their capabilities to conduct their mission, rather than limiting their capacity to perform essential functions. Furthermore, DHS recognizes the possibility that in the future, the agent accessing the UI may not necessarily be an operator, or the sole operator, of the sUAS. Accordingly, desired UI characteristics include both command and communication capabilities.
Thus, a goal of this TTA is the creation of a universal controller, capable of integration with a multitude of models of sUAS to limit training and increase use of different aircraft.

3.1.3	DHS preferred capabilities for sUAS UI technology proposed in response to this solicitation include:

· Minimal physical, cognitive, and time demands on the user;
· Lightweight;
· Resistant to physical and water damage;
· Operable in diverse environments with regard to temperature, moisture, and dust;
· Easy to navigate and intuitive to operate;
· Customizable with respect to user input and level of information exchange;
· Able to prioritize important information;
· Understands simple and/or natural commands;
· Multi-modal commands and notifications via visual, audio, and/or haptic alerts; and
· Security via biometrics or other method of user authentication.





3.1.4	Illustrative Use Cases. The following illustrative use cases are intended to describe the types of technologies DHS is seeking. DHS is not necessarily seeking these technologies but provides these use cases to give some context for interested parties to frame their applications. Responses to this OTS call may focus on these and/or other potential technologies and solutions that are responsive to the aforementioned desired goals and capabilities.

a. Hypothetical Solution I: Uniform-Integrated UI Panel

The U.S. Border Patrol (USBP) agent controls a sUAS platform via a UI panel integrated into the forearm of his or her uniform. The panel has a visual display that allows the agent to see the raw data feed from the sUAS sensors, as well as geospatial information with any targets and areas of interest identified by the sUAS highlighted. The agent is able to command the sUAS to perform a series of pre-set functions through an array of buttons, or touch sensors, that the agent has customized according to his or her preferences. The UI provides notifications to the agent via a combination of visual, audio, and haptic alerts, with the mode and intensity of the notification based on the kind of event the sUAS is reporting. The UI would also allow agents to configure the level of data and/or notifications provided by the device; for example, it could be set to a “silent mode” unless an event of high priority occurs. Ideally, the UI panel would have the following characteristics:

· Lightweight;
· Flexible;
· Durable;
· Customizable;
· Multimodal; and
· Easy to navigate and operate. 

b. Hypothetical Solution II: Natural Language Voice Command System
The USBP agent communicates with and controls a sUAS platform through a voice command system. This functionality could be integrated into an existing radio handset or located on a headset, ear piece, or other device. The agent issues verbal commands to the sUAS to take actions such as increasing or decreasing altitude, flying to a point of interest, following a target, hovering over an area, or returning to the agent. The technology would be able to follow natural language commands (e.g., “go there”, “follow that”, “come back”), and has some mechanism to distinguish when the agent is directing the sUAS or speaking to another actor. The system would report on targets of interest discovered by the sUAS and ask the agent for recommended follow-up actions. Ideally, the technology would be:

· Lightweight;
· Ergonomic;
· Durable;
· Capable of learning / adaptive speech recognition for individual users; and
· Able to understand natural human conversation structure and commands.





3.2 [bookmark: 3.2_TTA_#2:__Authenticating_IoT_Componen]TTA #2: sUAS Sensor Systems

3.2.1 DHS seeks sUAS sensor systems that increase the situational awareness of the agent and are capable of autonomous detection, identification, and tracking of multiple targets of interest in a variety of environments and weather conditions. Integration of advanced sensor technology in UAS has expanded beyond larger high altitude long-endurance platforms and into smaller craft as sensor size, cost, and weight requirements have decreased. sUAS with high-performance and flexible sensing capabilities could significantly augment USBP mission capabilities, improving both overall agent situational awareness and delivering relevant data on targets of interest. DHS does not favor any specific sensor technology over another, as long as it provides the desired capabilities. Specifically, DHS is interested in sUAS sensor technology with the following attributes:

· Functional across a variety of weather conditions and times of day;
· Small size, low weight, and power requirements to avoid degrading sUAS platform performance;
· High durability;
· Capable of distinguishing natural and man-made objects at long range;
· Provides a surveillance range of 3 miles (objective);
· Ability to detect the following items of interest within required detection range: humans traveling on foot (alone and in groups), humans traveling on animals (e.g., horseback), and moving ground conveyances (e.g., All Terrain Vehicles, motorcycles, automobiles, and trucks); 
· Automated detection of moving items of interest within required detection range;
· Automated discrimination between items of interest and other objects 
· Provide target geolocation
· Identification of humans via facial recognition or other biometric at range;
· Real-time analysis of sensor data, including threat ; 
· Collaborative capacity with other existing and future sensors (i.e., to triangulate a target); and
· Able to track multiple targets persistently. 
· Laser illuminator
· Open architecture allowing integration with a multitude of sUASs.
· Support Day and Night Time operations.

3.2.2	Hypothetical Solution: sUAS Sensors with Object and Threat Classification
The following illustrative use case is intended to describe the types of technologies DHS is seeking. DHS is not necessarily seeking these technologies but provides them to give some context for interested parties to frame their applications. Responses to this OTS call may focus on these and/or other potential technologies and solutions.

A USBP agent deploys a sUAS to make observations beyond a nearby obstacle in the terrain blocking the agent’s line of sight. The sUAS is equipped with one or more sensors that will allow for day or night operation and would distinguish between natural and artificial features, and between animals, humans, and vehicles at long range. Once objects of interest are determined and then acquired, the sensor can continue to track multiple moving targets and provide laser illumination. At closer range, the sUAS on-board sensors would detect target attributes such as backpacks and unconcealed weapons on humans. Finally, the sensor technology would have facial recognition capabilities that allow it cross-reference any persons identified with relevant law enforcement databases. The data gathered via the sensors would provide information to USBP agents including the presence and extent of potential threats and support the ability of the agent to determine an appropriate response.

3.3 [bookmark: 3.3_TTA_#3:_Maintaining_and_Updating_IoT]TTA #3: sUAS Platform Security

DHS seeks defensive capabilities against unauthorized actors seeking to electronically access, disrupt, disable, or take control of CBP sUAS assets. Successful cyberattacks on CBP sUAS could have major adverse impacts on CBP operations, including not only compromised situational awareness, but also counter-surveillance on USBP patrols, and hijacking of sUAS to damage CBP equipment or vehicles and harm agents. 

All UAS are potentially vulnerable to cyberattacks, but securing smaller UAS from such attacks presents additional challenges. First, anti-jamming and spoofing and advanced GPS encryption systems can be large and heavy, and while suitable on a large aircraft platform, may adversely affect the performance of a sUAS. Second, robust cybersecurity systems are often costly, and may be cost-prohibitive for sUAS manufacturers to integrate into their platforms. Like other computing device manufacturers, commercial sUAS providers typically do not focus on security, as consumer and industry demand has placed a higher priority on features such as cost, flight performance, and sensor and payload capabilities.  

3.3.1	Given the potential consequences of cyberattacks on CBP sUAS, and the relative lack of commercial focus on security, the goal of this TTA is to adapt appropriate cybersecurity technologies to sUAS platforms.

The cybersecurity challenge for sUAS has several characteristics that distinguish it from more common information security or the emerging Internet of Things (IoT) security contexts. For example, in contrast to most other devices, sUAS are highly mobile, lack continuous or secure communication, and are easily lost. Secure transmission of geolocation data is, therefore, a significant component of securing sUAS from cyberattacks. sUAS may also communicate wirelessly over long distances, creating more opportunities for unauthorized access to, interference with, or control of sUAS platforms and data. Thus, DHS is interested in implementing cybersecurity technologies into sUAS platforms with the following attributes:
· Small size, low weight, and power requirements to avoid degrading sUAS platform performance;
· Minimal effect on sUAS communications and sensor data quality;
· Capable of automatically defending against a variety of methods of unauthorized access, disruption, and control; and
· Provides notification of attempted cyber attack
· Implements secure communication channels for command, control, geolocation and telemetry
· Prevents unauthorized access


[bookmark: 4._Project_Deliverables_and_Phases]
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4. Project Deliverables and Phases 
DHS S&T anticipates making phase 1 awards of $50,000 to $200,000 in funding for each award, covering a period of performance of 3 to 6 months. Successful projects will be eligible for subsequent phases of funding with similar levels of funding and duration. Accordingly, a project receiving 4 phases of funding may receive a total of $200,000 to $800,000 over a total period of performance of 24 months. Each phase amount cannot exceed $200,000. At the end of this period, DHS S&T intends that successful projects will have reached a sufficient stage of development for a potential test deployment or acquisition by financial services sector stakeholders. Phase detail is listed in the following chart.

	Phase
	Funding level
	Deliverables
	Due Date

	1
	$50,000 to $200,000 payable on OTA award
	Proof of Concept / Working Prototype (simple test environment)
	3–6 months after award

	2
	$50,000 to $200,000 payable on OTA award
	Working Prototype (simple test environment) to Working Prototype (complex test environment)
	3–6 months after successful completion of Phase 1

	3
	$50,000 to $200,000 payable on OTA award
	Working Prototype (complex test environment)  to Initial Production Model
	3–6 months after successful completion of Phase 2

	4
	$50,000 to $200,000 payable on OTA award
	Pilot deployment and/or acquisition by a DHS operating component.
	Begin after successful completion of Phase 3



4.2  Depending on technology readiness and/or approach, deliverables may range from Proof 
of Concept papers to fully deployable solutions. DHS defines each of these potential deliverables as follows:

4.2.1. Proof of Concept: Paper documentation inclusive of verifiable test evidence, technical
drawings, software or other proof that the technical approach is sound.

4.2.2. Working Prototype (Simple Test): Simple test prototypes can range from “breadboard”
mock-ups to single test components that demonstrate working technology. An example of a simple test prototype would be a sUAS user interface that enables basic communication with and/or control of a sUAS in a controlled test environment.

4.2.3. Working Prototype (Complex Test): Complex test prototypes may not be fully
productized but would be able to demonstrate all features and functions of a technology and be tested in more complex environments. An example of a complex test prototype would be a sUAS user interface that enables multi-modal communication with and/or control of a sUAS in a mock operational environment.

4.2.4. Pilot Deployment: Technologies reaching this level would be fully completed designs and reputably provide all proposed features and functionality. Initial production models would not need to be provided in multiple quantities.

5.	General Information and Instructions:
5.1	Response Dates:
	Event
	Time Due
	Date or Date Due

	Industry Day 
	8:30 AM PDT*
	July 29, 2016

	Applications Due 
	N/A
	Rolling

	Notification of Application Evaluation Results 
	N/A
	Rolling

	Invitation for Oral Pitches 
	N/A
	Rolling

	Closing Date
	11:59 PM PDT*
	July 14, 2017


*--Pacific Daylight Time (PDT)

DHS may decide to close the call early.  If this occurs, DHS will publish a notification 30 days prior to closing the call.

5.2	General Instructions 
5.2.1 This OTS solicitation includes a requirement to submit proposals (heretofore “applications”), subject to the date identified in the “Response Dates” table above, which will be reviewed by DHS and may result in an offeror (heretofore “applicant”) receiving a request to provide a fifteen minute (15) oral presentation (heretofore” pitch”).

5.2.2 Written applications as described in 5.3 must be received in the following e-mail box by the closing date and time of this announcement: DHS-Silicon-Valley@hq.dhs.gov .  Applicants will receive a reply to the application email acknowledging receipt.  Pitches will be entertained by invitation based on applications and are the final evaluation before potential award. Invitations for oral pitches will be coordinated with the applicant and may be conducted by videoconference or in-person. 

5.2.3 DHS S&T reserves the right to select for award and to fund all, some, parts, or none of the applications received in response to this OTS solicitation.

5.2.4 The Evaluation Criteria in DHS S&T SVIP 5-Year Innovation OTS HSHQDC-16-R-B0005 Section 7 “EVALUATION OF APPLICATIONS” applies
5.3 Application Requirements 
5.3.1. To be considered for award, offerors MUST do the following:
· Submit a written sUAS application in Adobe PDF format including the architectural Intellectual Property diagram.  The total number of pages including the application and diagram may not exceed 10 pages.  Applications must describe the work proposed for Phase 1, answering the questions as outlined in the sUAS Application Form.  Questions include those in section 5.3.2.  Applications should also provide an overview/strategy for the overall effort for Phases 1 through 4.  Please note that only content contained in the application will be considered during the review process.  No other documents, videos or links to information will be considered.   Offerors should be alert for any amendments and changes to this solicitation. 
   
· [bookmark: _GoBack]Create a user account and register their company in www.sam.gov – This does not need to be done at the application phase but must be done if the applicant is chosen to pitch and provides a successful pitch.   The successful applicant must have a registered www.SAM.gov account in order to be awarded and funded.


Applications must be compliant with the aforementioned response dates and other compliance requirements in accordance with the DHS S&T SVIP 5-Year Innovation OTS HSHQDC-16-R-B0005. Submissions not in compliance will be rejected.

DHS will conduct rolling reviews and anticipate that reviews will be completed within 30 – 60 days of receiving the application.  

The Government may request Applications for other phases and will do so directly with the Company.   

5.3.2	Written applications should answer or address the following: 
a. Describe your technology, how it works, and its potential relevance to the Homeland Security problem outlined. 
b. In what ways does it push the state-of-the-art? What is innovative or novel about your technology as compared to other solutions?
c. Describe the maturity of the working prototype?  
d. How would you apply funding from DHS to adapt your product to a Homeland Security use case(s) as described in the OTS call?  
e. What milestone achievement throughout the course of a three-to-six-month investment period should be used to trigger payment of the DHS investment of funds?  
f. What level of outside investment has your company received? From whom?  
g. What is your annualized run-rate based on your current weekly/monthly revenue? What is your current monthly burn rate? What is your month-over-month revenue growth rate (USD)? How much revenue did you book in past 12 months?  
h. Are you cash flow positive?  
i. How many active customers or users do you currently have?  
j. Describe your company – How old is it? Where is it located (e.g. multiple locations, sales/R&D in U.S. and other countries)? Number of employees? 
k. Describe the management team – Who are they? What is their background and history (e.g. previous startups, etc)? Qualifications of the key project personnel? 

5.3.3	The OTS evaluation criteria published in HSHQDC-16-R-B0005 will be applied to the application evaluation process, and specific to this call, applications will be reviewed for: 
· Ability to help DHS operational missions or critical infrastructure facilities;
· Ability of the sUAS technology to operate in diverse and demanding weather conditions;
· Durability and expected longevity of the technology;
· Overall implementation costs, including maintenance costs;
· Training requirements for operation and maintenance;
· Ability to interoperate with and/or supplement capabilities of other USBP surveillance and sensor technology
· Ability to adapt to potential future technical environments, protocols, and standards;
· Financial soundness of the company, and the business model based on the technology to be supported;
· The scalability and cost-effectiveness of the proposed technology or solution;
· Existing relationships with relevant entities within the homeland security enterprise;
· Access to product distribution channels;
· Company and/or personnel experience in the industry or security sectors applicable to the sUAS environments in which the technology will be deployed.

5.4	Application Format   
See the sUAS Application posted with this call.  

5.5	Pitch Format and Requirements 
Applicants invited to present pitches will be limited to fifteen (15) minutes for their oral presentations. In addition, applicants making pitches may provide up to ten (10) slides for presentation in either Microsoft PowerPoint or Adobe PDF.  
5.6	Contractual or Technical Inquiries  
All contractual or technical inquiries to this OTS solicitation (HSHQDC-16-R-00114) must be emailed to DHS-Silicon-Valley@hq.dhs.gov. Emails submitting questions are to include “Questions Small Unmanned Aircraft Systems (sUAS) OTS” in the subject line. All questions and responses will be posted on the Federal Business Opportunities website http://www.fbo.gov. Questions will only be accepted and answered electronically. 
5.7	Order of Precedence  
In the event that any of the terms and conditions contained in this solicitation (HSHQDC-16-R-00114) conflict with terms and conditions included in SVIP Innovation OTS HSHQDC-16-R-B0005, the terms and conditions in this OTS call (HSHQDC-16-R-00114) shall take precedence. 

